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SECURITY & THE USE OF E-MAIL & THE INTERNET POLICY

Security of computer systems and protection of staff are important issues in all workplaces today. To address these issues, VGES is keen to establish policies relating to the management and usage of Information Systems and Technology.

SECURITY

· Use only properly authorised systems, using your own login and password

· Keep your password secret and change it regularly

· Take back-up copies of all important data on personal memory sticks.
· Conduct a full back-up of all data stored on office PC’s once a week (usually a Friday) on an 

external hard drive

· Check all data from a 3rd party source for viruses before loading it onto any VGES systems

ACCESS TO THE INTERNET AND E-MAIL

Acceptable and unacceptable usage of Internet and E-mail:
· Systems may not be used to send or request messages which contain material which is “trash” 

mail.  That includes, but is not limited to offensive, obscene or otherwise objectionable material.  

As a guide, if saying it in public or writing it could be considered a disciplinary offence, then it is

“trash” mail.  If you receive an e-mail that you consider to be offensive you should inform your 

line manager.

· Systems may not be used to send or receive illegal material and to do so may constitute a 

criminal offence.  Illegal material includes but is not limited to unlicensed software.  Software

piracy is theft.

· Access to the World Wide Web is provided primarily to allow people to use those pages which 

are relevant to their job.  VGES’s facilities may not be used to access offensive, obscene or 

objectionable material.

· Private use is not prohibited but must be reasonable.  VGES does not expect staff to make 

frequent private use of the system.  Private use should be conducted in the individual’s own 

time.  N.B. When using these services, you are bound by any applicable international, 

European, national and local laws!

· When disseminating views and opinions not directly related to your responsibilities as a member 

of staff of VGES, you will ensure that any opinions expressed are not attributed to VGES, by

inserting the phrase “the opinions expressed herein are my own and do not necessarily 

represent those of my employer”.

· Users must not use the systems to harass an individual or group of individuals.  This includes 

but is not limited to forwarding chain letters, deliberately flooding a user’s mailbox with 

automatically generated mail and sending mail that is deliberately designed to interfere with 

proper mail delivery or Internet Service access.

SECURITY AND THE INTERNET AND E-MAIL

· VGES expects staff to take reasonable steps to protect VGES from security breaches such as 

the import of computer viruses.

· Unauthorised access, such as, but not limited to, the disclosure of passwords to other people is 

not acceptable.

· Users must not forge a message to make it appear to have originated from another person.

· Properly authorised support persons who assist with e-mail or Internet problems are permitted 

to access and read files in order to assist the member of staff involved.

PRIVACY OF E-MAIL

· Mail on VGES’s system is not private.  Appropriate Directors/committee may take action to read 

files.

· All mail on VGES’s system is the property of VGES, including that sent under “private image”.  

Therefore circumstances may occur where the Chairman, Treasurer, Secretary or other 

Directors require to take action to read personal mail files.

· The Board of Directors will from time to time monitor usage of systems including e-mail and web 

browsing.
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