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POSTAL BOMBS, BIOLOGICAL/CHEMICAL THREATS BY POST
The tell-tale signs of suspicious packages

• No return address or a fictitious one given

• If there is a return address, is the postmark on the package from that area?

• Package may be labelled “PERSONAL”, “PRIVATE” or “CONFIDENTIAL”

• Grease marks on envelope or wrapping

• There may be an unusual odour, such as marzipan, oil or petrol

• Visible wiring or tin foil, particularly if the package is damaged

• Unusually heavy for the size of the package

• Weight distribution uneven

• Contents rigid in a flexible envelope/packing

• Excessive wrapping (to prevent leakage)

• Wrongly addressed

• Unusual/unexpected postmark

• Poor spelling, handwriting or typing

• Excessive amount of postage stamps for the weight

• Delivered by hand from an unknown source

• One end of the package is heavily Sellotaped

• Booby trap devices normally direct the person opening it towards a particular side or end by deliberately using excessive tape etc. on the non-trigger end

• Discolouration, crystals or surface, strange odours or oily stains

• Envelope with powder or powder-like residue.

What to do with suspect packages

• Do not touch the package further or move it to another location, if possible place a marker by the suspicious package (eg a green mug) so that it can be identified quickly

• Shut windows and doors in the room and leave the room, but keep yourself separate from others and available for medical examination if biological/chemical threat is suspected

• Switch off any room air conditioning system

• Notify senior manager on site, 

• The manager will notify the police immediately

• The manager should evacuate all staff in the immediate area, plus rooms on the ground floor and above.  Inform/evacuate all other occupants of the building

• For a larger device, a full evacuation of the building may be required

• Do not use a mobile telephone or vhf radio in the vicinity of a suspicious package
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